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AGENDA

•Why

•What (is)

•How (to use)



WHY LOCKFILES?

• Deterministic builds

• Integrity

• Version ranges

• Diff dependencies

• Visualize full dependency tree



WHAT IS MAVEN LOCKFILE?

No native lockfiles in Maven.

State of the art plugin to generate, validate and rebuild (freeze) from lockfiles.

Github Action to generate and validate lockfiles in CI/CD.

Since maven 3.9.x:

+ Verify integrity with trusted checksums

- Difficult to rebuild from trusted checksums



MINIMAL EXAMPLE
SINGLE DEPENDENCY



MINIMAL EXAMPLE
SINGLE DEPENDENCY



HOW TO USE?

:generate

Creates lockfile. Can either calculate checksums from local repository (default) or 
download them from maven-central (or other repository).

:validate

Validates all dependencies against lockfile. Ensures correct versions and untampered 
local repository.

:freeze

Create pom with all dependencies, direct and transtivie, to rebuild from lockfile.



DEMO



GITHUB ACTION

• Automatically update lockfile

• Validate lockfile in PRs and main branch 



THANKS FOR LISTENING!

Github Repository

https://github.com/chains-project/maven-lockfile

Github Action

https://github.com/marketplace/actions/maven-lockfile
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