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o discovered in April 2016 (post-processing) .‘ *. RGPFOdUCIble

o actively working since January 2019 (Maven built-in) ‘.‘ B ul I d S



http://zlika.github.io/presentations/devoxx_fr_2016/reproducible-builds/slides_en.html
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ﬁ eIl Verifying dependencies

<?xml version="1.0" encoding="UTF-8"7>
<verification-metadata xmlns="https://schema.gradle.org/dependency-verification"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="https://schema.gradle.org/dependency-verification https://schema.gradle.org/dependency-verifi
<configuration>
<verify-metadata>true</verify-metadata>
<verify-signatures>true</verify-signatures>
<trusted-keys>
<trusted-key id="8756c4f765c9ac3cb6b85d62379ce192d401ab61" group="com.github.javaparser"/>
</trusted-keys>
</configuration>
<components/>

</verification-metadata>
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9 SLSA Provenance
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A A / A
4 N\ [4 N\ R
Artifact “sha256:11be5” was built by GitHub Actions from github.com/foo/foo.git@7ffd2. Signed, GitHub.
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Version

O] Tul 20.4.6 ©

Built and signed on
GitHub Actions

(New feature> Source Commit

IntrOd UCing github.com/npm/pkg@ddc3c4
hpm package
provenance

Brian DeHamer & Philip Harrison

April 19, 2023 | Updated May 12, 2023 | (© 8 minutes
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PyPI Publish Attestation (v1)

/

© info

Index attestations are currently under active development, and are not yet considered stable.

Type URI: h

Version 1.0

Purpose

To provide a minimal, "implicit" digital attestation for PyPl packages published via Trusted
Publishing.
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Maven

Scanning for projects...

........................................................................ artifacts built with

Reactor Build Order:
parent-project

core

service

webapp

Reactor Summary for parent-project 1.0-SNAPSHOT:

parent=project s ot cc s s e nnime s sislelelaisiavieis e SUCCESS
COLE o lele lalaieioiore s telalefokateiiviosietolshelolatelnts el ol shokaloluisiotcdeatoke SUCCESS
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Release
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[pom]
[jar]
[jar]
[war]

to build the package and generate SLSA

Pre-release Software: ATR is actively being developed.

Apache Trusted Release



lni Reproducible
“a¢’ Builds




https://reproducible-builds.org/ (since 2013)

‘ ‘ Re p rOd u c I b I e a set of software development practices
J t B u I I d S that create an independently-verifiable

input source code

path from source to binary code
builder reference ‘

output binaries reference ‘ same output binaries (bit for bit)

rebuilder



https://reproducible-builds.org/

ya Reproducible
Good News! ‘I e Builds

javac produces reproducible .class from . java

from the start: JDK 5, 1.4, ...
depends only on major version (not on patch, not on vendor)

few exceptions:
- 8: up to patch 345 vs after ~400
-17:upto 17.0.13 vs 17.0.14




1.4 Reproducible
Bad News! a ¢’ Builds

jar does not create reproducible . jar (.zip)

-0, ——no-compress Stocke uniquement ; n'utilise pas de compression ZIP
17 ——date=TIMESTAMP The timestamp in IS0-8601 extended offset date-time with

optional time-zone format, to use for the timestamps of
entries, e.g. "2022-02-12T12:30:00-05:00"

<properties>
<project.build.outputTimestamp>2023-01-01T00:00:00Z</project.build.outputTimestamp>
</properties>

or use Maven 4.0.0-beta-5 minimum




lrd Reproducible  rmave
¢’ Builds

Reproducible Central (started 03-2020)
https://github.com/jvm-repo-rebuild/reproducible-central

X

1. Tools and methods allowing to verify that Java builds are reproduc
2. A list of reproducible rel s published to Maven Central
rebuilding 7080 releases of 869 projects:
o 5112 releases are confirmed fully reproducible (100% reproducible artifacts #),

o 1968 releases are only partially reproducible (contain some unreproducible artifacts 4\) .

o on 869 projects, 755 have at least one fully reproducible release, 114 have none



https://github.com/jvm-repo-rebuild/reproducible-central

reproducible builds [17/17

Get You I Badge reproducible builds [3/5"
. Shields.io  Badges Documentation Donate Community Blog reproducible builds version not evaluated

Core > o N
,  Reproducible Central Artifact
Analysis >
‘ Reproducible Central provides Reproducible Builds check status for projects published to
Build > Maven Central.
Chat >
Code Coverage > Path Parameters
Dependencies v

groupld string — REQUIRED
Depfu

Example: org.apache.maven
GitHub Pipenv locked dependency

version - ;
artifactId string — REQUIRED

GitHub Pipenv locked dependency
version (branch) Example: maven-core

Libraries.io dependency status for version string — REQUIRED
specific release

Example: 3.9.9
Reproducible Central Artifact P




org.apache.maven.plugins
maven-artifact-plugin

3.6.0

et a Badge for Your Dependencies

OVERVIEW

Introduction

Goals
cyclonedx:makeAggregateBom
cyclonedx:makeBom
cyclonedx:makePackageBom

Javadoc

External References

PROJECT DOCUMENTATION
Project Information
Project Reports
Plugin Documentation
Javadoc

Test Javadoc

% Follow @CycloneDX_Spec

Reproducible Central Report

this project:

@ org.cyclonedx:cyclonedx-maven-plugin:2.9.2-SNAPSHOT

project's dependencies:

. @ aopalliance:aopalliance:1.0 (provided)
. @ com.ethlo.timeitu:1.10.2 (compile)
. @ com.fasterxml.jackson.core:jackson-annotations:2.17.2 (compile)
. @ com.fasterxml.jackson.core:jackson-core:2.17.2 (compile)
. @ com.fasterxml.jackson.core:jackson-databind:2.17.2 (compile)
. @ com.fasterxml.jackson.dataformat:jackson-dataformat-xml:2.17.2 (compile)
. @ com.fasterxml.jackson.dataformat:jackson-dataformat-yaml:2.17.1 (compile)
| @ com.fasterxml.woodstox:woodstox-core:6.7.0 (compile)
. @ com.github.package-url:packageurl-java:1.5.0 (compile)
[ T e e R as AT Gl @ com.google.code.findbugs:jsr305:3.0.2 (provided)
. @ com.google.errorprone:error_prone_annotations:2.1.3 (provided)
. @ com.google.guava:guava:25.1-android (provided)
. @ com.google.inject:guice:4.2.2 (provided)
. @ com.google.j2objc:j2objc-annotations:1.1 (provided)
. @ com.jayway.jsonpath:json-path:2.8.0 (test)
. @ com.networknt:json-schema-validator:1.5.1 (compile)
. @ commons-codec:commons-codec:1.17.1 (compile)
. @ commons-io:commons-i0:2.16.1 (compile)
. @ io.takari.m2e.workspace:org.eclipse.m2e.workspace.cli:0.4.0 (test)
[ TSRS ISP IEl @ i0.takari. maven.plugins:takari-plugin-integration-testing:3.0.1 (test)
@ io.takari.maven.plugins:takari-plugin-testing:3.0.0 (test)
@ javax.annotation:javax.annotation-api:1.2 (provided)

@ iavax iniect-iavay iniect-1 (nrovided)

reproducible builds




Project: org.apache.maven.plugins:maven-javadoc-plugin [ereacsessE

Source code: https://github.com/apache/maven-javadoc-plugin.git

rebuilding 16 releases of org.apache.maven.plugins:maven-javadoc-plugin:

« 12 releases were found successfully fully reproducible (100% reproducible artifacts #),
« 4 had issues (some unreproducible artifacts 4\, see eventual ®. diffoscope and/or B issue tracker links):

version build spec result: reproducible? size

3.11.2 mvn jdk21 result: 6 @ 4.6M

Sl mvn jdk11w | result: 6 @8 4.6M

mvn jdk8 w result: 6 @ 4.6M

mvn jdk11w | result: 4.6M

mvn jdk11w | result: 6 § 4.6M

mvn jdk11w | result: 1 4.6M

mvn jdk11w | result: 4.6M

mvn jdk11w | result: ) 4.6M

mvn jdk17 result: . 4.6M

mvn jdk8 w result: A 4.2M

mvn jdk8 w result: 4 @8 4.2M




Project: org.apache.maven.doxia:doxia [Reproducibie Biids

1 / 1 target/reference/org.apache.maven.doxia/doxia-module-markdown-2.0.0-M10-sources.jar d
—-—— target/reference/org.apache.maven.doxia/doxia-module-markdown-2.0.0-M10-sources.jar
+++ doxia-modules/doxia-module-markdown/target/doxia-module-markdown-2.0.0-M10-sources.jar

F—— org/apache/maven/doxia/module/markdown/MarkdownMarkup. java
| @@ -91,15 +91,15 @@

/** Syntax for the blockquote start: "&gt; " */

/** Syntax for the blockquote start: "> " x/

2.0.0-M10 | mvnjdk8w | result: 498 1 A & 2.2M

2.0.0-M9 mvn jdk8 w | result: 50 @8




Project: com.google.guava:guava [Resdtciiesuids

Source code: https://github.com/google/guava.git

‘%1'

-

7

cpovirk on Feb 14 Member

Hi. At this point, we build our releases by running a script on our local machines. (I expect that to change in the future as part of
general security hardening.) Until recently, we even used the default JDK on our machines, which is a version that occasionally
has patches to javac. (Nowadays, our default is to use a standard Debian JDK.)

Our JDK 11 has a patch to omit enclosing-class references—much like JDK-8271717 did for later JDKs but | think perhaps even
more aggressive in omitting the reference for Serializable types (though | don't think that difference is relevant here)? That
should explain the LocalCache difference.

For enums, | suspect that we also had a patch like JDK-8241798.

But in short, we were using a patched javac.

33.1.0-android mvn jdk11 result: @ 3 A B 6.0M




O eclipse-eedj / glassfish

<> Code (©) Issues 83 19 Pullrequests 8 ) Discussions () Actions [ Projects [0 Wiki () Security [~ Insights

fix Reproducible Builds issues introduced during release process #2465

© Open

Impact of Issue

¢ cannot get the same binaries

¢ current binaries are inconsistent: module info of 7.0.9 release contains 7.0.9-SNAPSHOT version

how to solve

1. in the release script run by https://ci.eclipse.org/glassfish/view/GlassFish/job/glassfish_1-build-and-stage/, in the second
phase, clean before deploy:
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Creating a rebuild attestation
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Making Films Sound Better

[J[][ ooy sysTEm

Noise Reduction « High Fidelity

Making Software Binaries Better

ba Reproducible
“a.¢’ Builds

N0|se Reduction - High Confidence

Diversity in Community is Great,
not in Binary Code




