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About Me: Hervé Boutemy

● Java, since 1.0-beta
● framework based on OSS
● CI, DevOps
● Enterprise Architecture
● DevSecOps

● Solutions Architect

● Software Supply Chain



● SBOM: CycloneDX, SPDX

● signature: Sigstore

● Reproducible Builds for the JVM:
○ discovered in April 2016 (post-processing)

○ actively working since January 2019 (Maven built-in)

● Apache Maven PMC Chair

● Apache Software Foundation Member

About Me: Hervé Boutemy

http://zlika.github.io/presentations/devoxx_fr_2016/reproducible-builds/slides_en.html
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same output binaries (bit for bit)

a set of software development practices 
that create an independently-verifiable 
path from source to binary code

https://reproducible-builds.org/ (since 2013) 

reference

reference

https://reproducible-builds.org/


Good News!

javac produces reproducible .class from .java
from the start: JDK 5, 1.4, …

depends only on major version (not on patch, not on vendor)

few exceptions:

- 8: up to patch 345 vs after ~400

- 17: up to 17.0.13 vs 17.0.14



Bad News!

jar does not create reproducible .jar (.zip)

or use Maven 4.0.0-beta-5 minimum

17



Reproducible Central (started 03-2020)
https://github.com/jvm-repo-rebuild/reproducible-central 

https://github.com/jvm-repo-rebuild/reproducible-central


Get Your Badge



Get a Badge for Your Dependencies



Improving trust…
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Improving trust…



Trust in Software Supply Chain



Creating a rebuild attestation



Diversity in Community is Great,
not in Binary Code

Making Software Binaries Better

Noise Reduction · High Confidence


