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Related Work:

   Verify locally

  Request if App includes vulnerability
     "I am a user of this app. Is it
      vulnerable to CVE-2025-24898?"

   Return Proof

   Get Commitment   Publish Commitment
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serde@1.0.197@rust,

openssl@0.10.1@rust,

tokio@1.36.0@rust,

reqwest@0.11.26@rust,

clap@4.5.1@rust,

tracing@0.1.40@rust,

anyhow@1.0.81@rust,

actix-web@4.5.1@rust
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2   Extract SBOM data
     dependency@version@ecosystem
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  Create Commitment using dependencies
     e.g.: Merkle Tree

  Create inclusion proof

   Upload SBOM

   Return Commitment

Malicious actor cannot
retrieve much sensitive

information

10

9

7

6
6

5
5

4

1

Solution: Only disclose limited, but veri�able SBOM information to authorized users.

Share SBOMs

Malicious actor could retrieve
full a�ack vector

Retrieve information

!

Problem: Revealing SBOMs publicly also means revealing their vulnerabilities!
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