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<dependency>

CHAINS research group
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Dependency class +
GAV

<groupId>io.github.chains
-project</groupIld>

<artifactId>classport</ar

tifactId>

GAV <version>1.0</version>

</dependency>

Which class is
currently running?

Java does not provide clear visibility of runtime dependencies. PROBLEM

This can lead to:
e challenges in the detection of vulnerabilities [1];
e issues in permission policy enforcement at runtime [2];
e undetected bloated dependencies and unused dependency classes [3].

Classport: CONTR' BUT'ON

1.Embedding of the Software Supply Chain information (GAV)
2.Retrieval of dependency information at runtime

\
|

[§
1
i ) — Embedder
1
MVN PrOjeCt i ClassportInfo {
! group,
@ artifact,
[ J
’| Compile VRS
i | |

Retriever . =

10
N0

& Project classes

&~ Dependency class +
GAV

References

[1] Sharma, Aman, et al. "SBOM. EXE: Countering Dynamic Code Injection based on Software Bill of Materials in Java." arXiv preprint (2024).
[2] Amusuo, Paschal C., et al. "ZTD_ JAVA: Mitigating Software Supply Chain Vulnerabilities via Zero-Trust Dependencies." arXiv preprint (2023).
[3] C. Soto-Valero, et al. "Automatic Specialization of Third-Party Java Dependencies," in IEEE Transactions on Software Engineering, Nov. 2023



